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Philosophical choices

* Free software everywhere
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Architectural choices

SMTP: Load balancer vs DNS

* Load balancer: single endpoint that distributes the requests to N backends
* DNS: more than one MX record, or more than one IP address associated to a hostname

Why a load balancer:
* Backend servers can be added or removed transparently to the user

* Email clients cannot be easily configured with more than one SMTP server for one
email address

* The web services can be proxied by a load balancer without changes to the application,
when a single instance is involved
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Load balancers Architecure: Load belancers > Contant Hosting
architecture

Service backends

— Sarvice instance
* 2 Virtual Machines .Eu
* 1floating IP ' R
. . Client 1 Service instance
* Services running on every VM: ] HAPROXY
k ived
* HAPROXY sepaive
* Keepalived, for HA and floating IP
management u HAPROXY — Service instance
keepalived
Client M
— - Service instance
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Email system: authentication (FreelPA)

* Incoming SMTP: check of the

recipient’s email address

* SMTP delivery: find the
recipient’s username

* POP/IMAP, webmail: user
authentication

* Qutgoing SMTP: user
authentication, authorize the
sender’s email address

Autenticazione (LDAP)
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Incoming SMTP

Servizio SMTP
in ingresso

—

l

=

[
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1msap ejsod

* Two servers behind the load
balancers

* Before the delivery
* RBL check (SpamHaus ZEN)
* DBL check (SpamHaus)
* Antivirus check
* Antispam check

* Different route for the mailing lists
* Delivery via LMTP

Andrea Dell'Amico - ICTalk@CNR 2021 7
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Antispam and antivirus

Two VMs, each running both the
antivirus and the antispam service

* The antivirus rejects the emails
immediately

* Every antispam rule assign
points (positive or negative).
Over 5 (default) an email is

marked as SPAM
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Outgoing SMTP service

Servizio SMTP

in uscita per
i servizi

October 15, 2021

* Services and physical users use two different SMTP servers
* Both servers check the outgoing emails for viruses
* The SMTP server used by the physical users checks the

N sender’s email address
* The delivery rules will diverge in future, between services
and users

Servizi sulle reti ISTI
Tutta la posta inviata
usa il servizio SMTP

dedicato
J

Client di posta (utenti fisici)

Servizio SMTP
in uscita per
gli utenti fisici
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SMTP: Reputation policies

* SPF enabled and enforced: only the IP address of our SMTP servers
are allowed by the policy, with one exception

In the near future
* DKIM

* DMARC

* MTA-STS
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IMAP and POP service
||

* Three director servers behind

the load balancers

* Four POP/IMAP servers

SdN
abeiolg

* The NFS server exports the same
volume to all the POP/IMAP
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Storage

Legenda
Posta in uscita dal
gestore di ) .
mailing list Questa icona rappresenta i load balancer (HAPROXY).
Tutti i load balancer sono configurati con due istanze separate,
in High Availability. Ciascuna istanza & attiva su un hypervisor differente
« Il servizio POP/IMAP/LMTP directors serve a mantenere
la associazione tra utente e server POP/IMAP/LMTP.
questo garantisce maggiore efficienza e robustezza.
3
mMginan
[ (mailing lists)

9 L]

Webmail

Interfaccia web
mailman

Posta destinata agli utenti fisici

Client di posta (utenti

Servizi sulle reti ISTI

Tutta la posta inviata

usa il servizio SMTP
dedicato

Servizio SMTP
in uscita per

i servizi N

Servizio SMTP
in uscita per
gli utenti fisici

I Posta in uscita, servizi
)

I Posta in uscita, servizi
1

Posta in ingresso
Interne
Nebmail e interfaccia web Mailmar J
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Filters, antispam, vacation, forward settings are accessible from inside the webmail interface.
Their use is documented at https://mediawiki-s2i2s.isti.cnr.it/

& Pagina  Discu Loggi  Visualiza wikisto Gronologia [Cerca i ISTI 52125 Wiki Q)
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Operations

* Everything over TLS (not limited
to https) * No direct root access

* Letsencrypt is being used notonly  « |Jse of the VPN is mandatory
for web certificates

* Certificates renewals are
automatic

Problem

e Firewall rules on every VM * Alot of very old clients still in use =» we
cannot remove support for tls < 1.2 yet

(or: is it zero trust?):
* Minimal set of open ports

* Services that are not public are
limited to the allowed clients
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Task #28 Edit  Unwatch [ Copy [ Delete

Attivazione di un nuovo sistema di posta elettronica per l'ISTI
Added by Andrea Dell'Amico over 1 year ago. Updated 24 days ago.

e v Ope rations: eve rythin g IS a ticket,

Assignee: s2i2s %% Done: 20%
Category: Migrazione servizi ex Gennai Estimated time: (Total: 0:00 h)

.. at https://redmine-s2i2s.isti.cnr.it

Questo vuole essere il task padre di tutte le attivita, che comprendono parecchi servizi. Task dettagliati verranno aperti in seguito.
Una descrizione di come dovrebbe essere strutturata tutta I'architettura, compresa anche la posta elettronica, & definita in https://docs.google.com/document/d/ tkeCn_jGdiuhfGxRwHqWzlyxFDK4qlIsqef17pEk2G8/edit?usp=sharing

Una copia PDF del documento & disponibile su nextcloud: https://nextcloud-s2i2s.isti.cnr.it/s/SAIrEXKfLHoPWEK

Subtasks [

Task-#147: Installare e configurare tre server che ospiteranno il servizio di posta, in attesa dell'infrastruttura definitiva Closed s2i2s o
37: VM sulla quale installare imapsync e una interfaccia web che collezioni i dati di accesso degli utenti Closed s2i2s

531 Configurare KVM sui due server di calcolo del piano B Closed s2i2s
: Configurare lo storage server del piano B Closed s2i2s
Task #1961 Installare due VM che funzioneranno da load balancer per i server pop/imap e per webmail Closed s2i2s
Task #197: Installare le due VM che funzioneranno da server pop/imap Closed s2i2s
Task 1 Configurare NFS tra lo storage server e le macchine del servizio pop/imap Closed s2i2s . [[Tesk 77 227 304
Task : Installare e configurare due VM per postgresql Closed s2i2s .. Service 5 15 20
Task #200: Installare e configurare due macchine sulle quali installare il servizio webmail Closed S2i2s - Feature 21 50 71
ask #203: VM col servizio SMTP, che distribuisca a pop/imap Closed s2i2s - Hardware resource 3 6 9
ask-#207: Modificare il record SPF per il dominio isti.cnr.it Closed s2i2s “  Bug 9 36 45
ask#231: Servono 6 VM da usare come load balancer per i server SMTP in uscita e in ingresso Closed s2i2s | |incident > 50 54
: Due VM per gestire il servizio SMTP in uscita da parte dei client Closed s2i2s *  ||bocumentation 4 s 1
: Due VM per gestire il traffico SMTP in uscita generato da servizi Closed s2i2s .-
: Due VM per il traffico SMTP in ingresso Closed s2i2s
: 3 VM con dovecot configurato in modalita 'director Closed s2i2s
: Chiedere allo IIT di aprire il firewall ai nostri servizi di posta Closed s2i2s
: Aggiungere due VM, CentOS based, sulle quali installare i servizi antivirus Closed s2i2s
3: SMTP per gestire il traffico in uscita dai nodi dovecot Closed s2i2s
Incident #304: I server SMTP per il delivery non hanno ricevuto posta per alcune ore Closed s2i2s
Task#254: DOC:Documentare la configurazione necessaria per usare il nuovo server imap. Closed s2i2s
#255: DOC:Documentare |'uso dei filtri di posta sul server imap (via webmail) Closed s2i2s
Task#263: Lista di questioni aperte relative al 'vecchio' sistema di posta Closed s2i2s
Fask-+#270: DOC:Disegnare I'architettura del nuovo sistema di posta Closed s2i2s
Task #271: DOC:Documentare le caratteristiche tecniche del sistema di posta New s2i2s
Fask+#286: Utente per i test di vacation e forward Closed s2i2s
Task #294: webmail: aggiungere la possibilita di cambiare i temi Closed s2i2s
Fask#295: Record MX per testare i server SMTP in ingresso Closed s2i2s
Task #2096 Interfaccia che permetta agli utenti di gestire la configurazione dell'antispam Closed s2i2s
Task#575: Modificare il ruolo ansible di roundcube per la gestione del plugin sauserspref Closed Andrea Dell'Amico
ask#605: webmail: pyzor attivo di default Closed s2i2s
Task #306: Gestione Utenti di MailboxManager In Progress s2i2s
faseeeih Jiasidegllitentdipesta Closed EiancalPebole # Project Tracker Status Priority Subject Assignee Updated Due date
Task-#688: Migrazione degli alias su Mailman3 Closed Franca Debole 993 Possibili evoluzioni Feature New Normal  SIEM: attivare una infrastruttura di logging e report compatibile STEM s2i2s 02 Nov 2020 04:37 PM
Documentation #749: ProceduraMigrazioneAliases Closed s2i2s 936 Possibili evoluzioni Feature New Normal  Plugin nextcloud per la webmail s2i2s 05 Oct 2020 08:12 PM
sk #2141 Forward degli utenti di posta Closed s2i2s 774 Possibili evoluzioni Service New Normal  Autodiscovery per la configurazione della posta s2i2s 24 Jun 2020 01:07 PM
Feature #266: Gestione degli utenti che spediscono e leggono mail e sono legati ai servizi, su freeipa Closed s2i2s O 684 Possibill evoluzioni Feature New Normal - Attivare DNSSEC sulle nostre zone s2i2s 20 May 2020 02:39 PM
B BT G Al e e et R p— 635 Possibili evoluzioni Service New Normal  Servizio che permetta di gestire newsletter s2i2s 20 Apr 2020 02:11 PM
609 Possibili evoluzioni Feature New Normal  Recupero password self service su freeipa s2i2s 15 Apr 2020 08:25 PM
Task-#308: Utenti di servizi-KDD Closed Vittorio Romano 549 Possibili evoluzioni Service New Normal  Zulip come chat collaborativa s2i2s 16 Mar 2020 08:24 PM
Task-+#369: Utenti di servizi-SI Closed Marco Tampucci () 413 Possibili evoluzioni Feature New Normal ~ Form per la richiesta di registrazione dei domini s2i2s 12 Feb 2020 10:36 AM
Task#310: Utenti di servizi-DIR Closed Enrico Fantini 313 Possibili evoluzioni Service New Normal  Look dell'interfaccia web dell'autenticazione dell'ldP s2i2s 21 Feb 2020 11:55 AM
e e CONDIVISEDIR e s2i2s 288 Possibili evoluzioni Feature New Normal  Soluzione per il Disaster recovery s2i2s 27 Dec 2019 05:01 PM
A P Tommase iacioll  1DIEEZ Possibili evoluzioni Feature New Normal  Sistema di backup con cifratura s2i2s 27 Dec 2019 06:42 PM
243 Possibili evoluzioni Service New Normal Ricerca server side per le email s2i2s 29 Nov 2019 07:55 PM
: Utenti di Servizi-MMS Closed Daniele Pellegrini 240 Possibili evoluzioni Service New Normal Mailbox sull'object storage s2i2s 29 Nov 2019 07:47 PM
Utenti di servizi-SSE Closed Alessandro Coco 239 Possibili evoluzioni Service New Normal Notifiche push per I'email s2i2s 29 Nov 2019 07:46 PM
Utenti di servizi-SEDC Closed Antonello Calabrd [ 238 Possibili evoluzioni Feature New Normal  Mailbox cifrate sul server imap s2i2s 29 Nov 2019 07:44 PM
Utenti di servizi-FMT Closed e T 206 Possibili evoluzioni Feature New Normal Valutare l'introduzione di DNS over HTTPS s2i2s 29 Nov 2019 07:44 PM
205 Possibili evoluzioni Feature New Normal  Valutare ‘LetsMapYourNetwork' s2i2s 29 Nov 2019 07:44 PM
398: Utenti di servizi-SB Closed Caterina D'Angelo
3: Utenti di servizi-SAL Closed Giovanni Lombard  (1-17/17)
o: Utenti di servizi-SFDL Closed Luciano Anselmo
<1 Utenti di servizi-VC Closed Federico Ponchio
Task #402: Utenti di servizi-WN Feedback Francesco Potorti
Tacl #414 | Wtanti di carvizi-HTIQ Flacar Marcn Manra
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What we are going to have

O pe rati O n S: m O n itO ri n g Observability (Prometheus + Grafana)

* Services status

* Services behaviour

What we have (Zabbix) + Status dashboard
* Hardware status * Incident history

* Disk space

* Free memory

Current status

* Load average
Git Operations 2 Q APl Requests ? Q
) DiSk I/O activity Normal Normal
. Webhooks ? Q Issues ? Q
* Is the server alive?
Pull Requests 2 Q GitHub Actions ? Q
Normal Normal
GitHub Packages @  GitHub Pages * Q

Normal Normal

Incident History >
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antivirus-servers.yml
. . Sl - | Choritative_dns.yml
. s ca.yml
Deployment: everything is automated e
A freeipa.yml

( m OStly) . git-server.yml

ansible-role-memcached

Ansible is the provisioning tool
used to configure all the servers

and all the services.

* All the servers share a basic
configuration set (language,
ssh access, timezone, firewall,

dns resolver, NTP, ...)

* No manual editing of
configuration files

* A new instance of a server
can be ready in a matter of

minutes

October 15, 2021

ansible-role-letsencrypt-:

Ansible role that manages x509 certific

ansible-role-thredds

Role that installs the THREDDS Data S¢

ansible-role-python3-env

Role that installs python3 and eventual

ansible-role-openjdk

Role that installs openjdk. The Zulu dist
repository)

ansible-role-prometheus-

Installs the prometheus node exporter.

ansible-role-prometheus

Role that nstalls the prometheus serve

ansible-role-dovecot

Role that installs the dovecot IMAP sen

ansible-role-java-keystor:

Manages ajava keystore

-simplesaml

nstalls simplesaml.

Andrea Dell'Amico - ICTalk@CNR 2021

L1 ansible-role-keycloak
Role that installs the Keycloak IdM, h a p r— 0 X y _ -F r— 0 n t e n d . ym 'L
ansible-role-docker-registry & *0 ko0

Role that installs a Docker registry

Updated 1 week ago

ansible-roles
Ansible roles used by our playbooks

Updated 2 weeks ago

ansible-role-basic-system-setup
Basic setup of aVM

Updated 2 weeks ago

ansible-role-squid
Installs and configure a basic squid caching proxy servi

Updated 2 weeks ago

ansible-role-nginx
Role that installs and configures nginx

Updated 2 weeks ago

ansible-role-epas-client-timbrature
Ruolo che installa il container del cient timbrature.

Updated 2 weeks ago

ansible-role-epas
Role that installs ePAS as a docker swarm stack

Updated 3weeks ago

ansible-role-docker-swarm
Creates a docker swarm cluster. With portainer and haproxy

Updated 7 hours ago

ansible-role-shinyproxy

Installs and configure shinyproxy. Standalone or as a container

pdated 7 hours ago

ansible-role-redmine
Role that installs redmine

Updated 1day ago

ansible-role-linux-firewall
Configure a set of firewall rules on a linux system.

Updated 4 days ago

ansible-role-php-fpm
Ansible role that installs php-fom

Updated 1 week ag

ansible-role-docker
Installs docker or a docker swarm cluster

Updated 1week ago

ansible-role-haproxy
Role that installs haproxy

Updated 1week ago

ansible-role-tomcat-multiple-instances

Installs multiple instances of the tomcat service using the system packages.

Updated 1week ago

imap-director.yml
imap-pop-server.yml
imap-sync.yml
kvm_hosts.yml
mailman.yml
mediawiki.yml
nextcloud-fileserver.y
postgresql-server.yml
powerdns_admin.yml
radius.yml
redmine.yml
resolvers.yml
roundcube-webmail.yml
san_plan_b.yml
simplesaml.yml
smtp-servers-in.yml
smtp-servers-out.yml
squid.yml
syslog-collector.yml
vim_templates_setup.yml
vpn-service.yml
zabbix-monitoring.yml
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Ansible: a brief introduction

Essentials https://docs.ansible.com

No client/server model. Remote hosts accessed using SSH

Python based. A basic python setup is required on the target nodes
Modules can be written in whatever language, but python is easier
Components: playbooks, tasks, roles, modules, inventory, collections

Ansible concepts: control and managed nodes, inventory, collections, modules, tasks, playbooks
* Ansible runs playbooks

* A playbook is a set of tasks, often grouped into roles.

* Tasks use modules. Most modules guarantee idempotency (exceptions: command, shell)

* Playbooks are run on the control node and execute on the managed nodes
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Ansible: a brief introduction (2)

A playbook
A playbook usually lives on the control node
Its execution is influenced by variables
Variables can be associated to hosts, host groups, roles, or loaded from files

Files that define variables, and also files that must be transferred into the
managed nodes, can be encrypted

- hosts: smtp_avs_servers
serial: 1
roles:
- { role: pgsql-db-management }

{ role: ../library/bootstrap-roles/centos-common, when: ansible_distribution_file_variety = "RedHat" }
- { role: user_services_perms }
- ../library/roles/ssh-keys

clamav

spamassassin
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Ansible: variables

etsencrypt_acme_install: False

etsencrypt_acme_sh_install: '{{ letsencrypt_acme_install }}'
etsencrypt_acme_sh_git_install: True

etsencrypt_update_acme_distribution: True

etsencrypt_acme_sh_git_url: https://github.com/acmesh-official/acme.sh.git
etsencrypt_acme_sh_default_ca: 'letsencrypt’

etsencrypt_acme_user: acme

etsencrypt_acme_sh_user: '{{ letsencrypt_acme_user }}'

etsencrypt_acme_user_home: /var/lib/acme

etsencrypt_acme_git_dest_dir: '{{ letsencrypt_acme_user_home }}/acme_sh_dist'
etsencrypt_acme_sh_user_home: '{{ letsencrypt_acme_user_home }}'
etsencrypt_acme_sh_base_data_dir: '{{ letsencrypt_acme_sh_user_home }}/acme_data'
etsencrypt_acme_sh_certs_data_prefix: '{{ letsencrypt_acme_sh_certificates_install_dir }}'
etsencrypt_acme_sh_certs_data_path: '{{ letsencrypt_acme_sh_base_data_dir }}/certs/{{
letsencrypt_acme_sh_certs_data_prefix }}'

etsencrypt_acme_sh_certificates_install_dir: '{{ ansible_fqdn }}'
etsencrypt_acme_sh_certificates_install_base_path: '{{ letsencrypt_acme_sh_user_home }}/live’
etsencrypt_acme_sh_certificates_install_path: '{{ letsencrypt_acme_sh_certificates_install_base_path }}/{{
letsencrypt_acme_sh_certificates_install_dir }}'

etsencrypt_acme_sh_log_dir: /var/log/acme

etsencrypt_acme_sh_install_cron: False

etsencrypt_acme_sh_log_enabled: True

etsencrypt_acme_sh_auto_upgrade: False

etsencrypt_acme_sh_install_options: '--install'

etsencrypt_acme_sh_test_request: False

etsencrypt_acme_sh_use_syslog: True

etsencrypt_acme_sh_syslog_level: 6.
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Ansible: tasks

i1t ansible-tasks.yml X

- import_tasks: acmetool_deb.yml
when: ansible_distribution_file_variety = "Debian"

import_tasks: acmetool_rh.yml
when: ansible_distribution_file_variety "RedHat"

block:

- name: Create the letsencrypt acme user
user: name={{ letsencrypt_acme_sh_user }} home={{ letsencrvpt _acme sh _user home }} createhome=no shell=/usr/sbin/nologin system=yes
tags: [_'letsencrypt', 'letsencrypt_user' ]

name: Create the letsencrypt acme home, if it does not exist already. In a separate step because it could be already there.
file: dest={{ letsencrypt_acme_sh_user_home }} owner={{ letsencrypt_acme_sh_user }} group={{ letsencrypt_acme_sh_user }} state=directory recurse=yes

name: Install the acme.sh environment variables file
template: src=acme_sh_request_env.j2 dest=/etc/default/acme_sh_request_env gwner=root group=root mode=0444
register: acme_sh_issue

name: Install a daily cron job to renew the certificates when needed. It runs as root
cron:

name: "Letsencrypt certificate renewal"

day: '{{ letsencrypt_acme_cron_day_of_month }}'

hour: '{{ letsencrypt_acme_cron_hour }}"

minute: '{{ letsencrypt_acme_cron_minute }}'

job: "/usr/local/bin/acme-sh-cron-script > {{ letsencrypt_acme_sh_log_dir }}/acme-cron.log 2>&1"
tags: [_'letsencrypt', 'letsencrypt_cron', 'letsencrypt_acme_sh', 'letsencrvpt.acme sh.scripts'.]

name: Remove the daily cron job that run as acme user.
cron:
name: "lLetsencrypt certificate renewal"
day: '{{ letsencrypt_acme_cron_day_of_month }}'
hour: '{{ letsencrypt_acme_cron_hour }}"
minute: '{{ letsencrypt_acme_cron_minute }}'
job: "/usr/local/bin/acme-sh-cron-script > {{ letsencrypt_acme_sh_log_dir }}/acme-cron.log 2>&1"
state: absent
tags: [_'letsencrypt', 'letsencrypt_cron', 'letsencrypt_acme_sh'_]

become: True

become_user: '{{ letsencrypt_acme_sh_user }}'
when: letsencrypt_acme_sh_install | bool
tags: [_'letsencrypt', 'letsencrypt_acme_sh'_]
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Ansible: play run

ansible-playbook --vault-password-file=<LOL>' ca.yml -i inventory/hosts -t letsencrypt

PLAY [Certification authority] khkkkkkkhkkkkhkkhkkkhkhkhkhkhkkhkkhkhkhkkkhkhkhkhkhkhkhkhkhhkkhhhkkhkhkhhhkhhkkhhhkkhkhhhhhhkhhkhkkhhhhhkhhkhhhkdhhhhkhhkhkhhdhhhhkhhkhkihkkhhkhhhkkhhkhkiikxkx

TASK [Gathering Facts] *kkkkkkkhkkkhkkkkhkkkhkkhkhkkhkkkhkhkhkhhkhkhhkhhkkhhhhkhkhkhhkhhkdhhhhkhhhhkhhkhhhkkhhhhhkhhkhhhkkhhhhhkhhkkhhhkhhhhhhhkhhkhhhhhkhkhhkhkhhkkhhkhkihkkhhkkikkxkx

Thursday 14 October 2021 20:39:56 +0200 (0:00:00.150) 0:00:00.150 **x*x**
Thursday 14 October 2021 20:39:56 +0200 (0:00:00.150) 0:00:00.150 **x*k**
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Evolution of the ISTI infrastructure

The technical buzzwords What does it even mean?
* Servers consolidation * Contribute hardware to the
* Cloud computing, on premise infrastructure
* Infrastructure as a Service (laaS) * Everything runs in the same
* Platform as a Service (Paas$) infrastructure (when possible)

* Managed Software as a Service (MSaaS)
* Functions as a Service (FaaS)

* Object storage

* Distributed block storage

* Distributed Posix File system * Federated SSO

* Containers Orchestrator (Kubernetes,
Docker Swarm)

* Resources available to each
laboratory, based on the
contributions and the needs

* Federated resources, potentially
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ISTI Services: next steps

* |AM, to enable SSO between all services

* 2FA, with both applications (Google authenticator, for
example) and hardware keys: yubikeys, solo keys, feitian,

Security (see the aGID guidelines):
* Logs centralization
* Alerting based on log patterns

etc (they cost money) * ASIEM system
* Nextcloud general availability, and
* OnlyOffice integration # Project Tracker Status Priority Subject
* Draw.io integrat—ion 1019 Possibili evoluzioni Service New Normal Istanza condivisa di Overleaf (sharelatex)
. . . 993 Possibili evoluzioni Feature New Normal SIEM: attivare una infrastruttura di logging e report compatibile SIEM

* Integration with the webmail . o . .

936 Possibili evoluzioni Feature New Normal Plugin nextcloud per la webmail
. . TH 774 Possibili evoluzioni Service New Normal Autodiscovery per la configurazione della posta
* Glt server general avallablllty 684 Possibili evoluzioni Feature New Normal Attivare DNSSEC sulle nostre zone

635 Possibili evoluzioni Service New Normal Servizio che permetta di gestire newsletter
609 Possibili evoluzioni Feature New Normal Recupero password self service su freeipa
549 Possibili evoluzioni Service New Normal Zulip come chat collaborativa
539 Possibili evoluzioni Service New Normal Sistema free (open source) di videoconferenza
413 Possibili evoluzioni Feature New Normal Form per la richiesta di registrazione dei domini
313 Possibili evoluzioni Service New Normal Look dell'interfaccia web dell'autenticazione dell'IdP
288 Possibili evoluzioni Feature New Normal Soluzione per il Disaster recovery
287 Possibili evoluzioni Feature New Normal Sistema di backup con cifratura
243 Possibili evoluzioni Service New Normal Ricerca server side per le email
240 Possibili evoluzioni Service New Normal Mailbox sull'object storage
239 Possibili evoluzioni Service New Normal Notifiche push per I'email
238 Possibili evoluzioni Feature New Normal Mailbox cifrate sul server imap
206 Possibili evoluzioni Feature New Normal Valutare l'introduzione di DNS over HTTPS
205 Possibili evoluzioni Feature New Normal Valutare 'LetsMapYourNetwork'
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Server dedicati all'infrastruttura OpenStack/Ceph

—
=

1=
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I
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. Interconnessione Brocade <-> Supermic (N
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o di posta
provvisorio ISTI-S2128

Mail servers
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Switch Dell 10/100 Gb/s
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O . Il traffico
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— —
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- Router Backup o Router L2/L3 esterni
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o am—
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Infrastructure: next steps

Fix the wiring between switches
and servers

Start the OpenStack installation
(hyperconverged)

Test the functionalities

Test at least one live upgrade of
the OpenStack distribution

Start migrating the ISTI and
InfraScience (D4Science) services

CLIENT TOOLS

B cs
OpenStackClient — ‘;,, >

OPENSTACK

() WEB FRONTEND —————————
Horizon

—

— APIPROXIES
EC2API

Sahara

£ APPLICATION LIFECYCLE
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Solum Masakari

4t orCHESTRATION
Heat Mistral  Aodh
Senlin  Zagar Blazar

{}g WORKLOAD PROVISIONING
’/ Magnum  Trove

& SDKs
Python SDK

== COMPUTE

‘
Nova Zun Qinling
INTEGRATION ENABLERS
ifiy CONTAINER SERVICES ————— ¥ NETWORKING fl HARDWARE LIFECYCLE £ storace
Kuryr |_son | |_ons |
2 Neutron Octavia Designate Ironic Cyborg Swift Cinder  Manila

@B SHARED SERVICES

!é! NFV
Tacker

’ Keystone Placement Glance Barbican

Searchlight Karbor ‘

LIFECYCLE MANAGEMENT

|’ DEPLOYMENT / LIFECYCLE TOOLS
Kolla-Ansible OpenStack-Charms TripleO Bifrost Kayobe
OpenStack-Helm OpenStack-Ansible OpenStack-Chef

11 » RECIPES FOR...

RPM  Puppet
Containers (LOCI, Kolla)

Version 2020.07.01

Deploy third party services such as

Or use built in tools

) ) 00 00

00

Kubernetes

CloudFoundry

| HOST/VM

| CLIENT |

APP APP
r RADOSGW RBD CEPHFS
LIBRADOS
: A bucket-based REST |4 roliable and fully- A POSIX-compliant
A library all ible with

apps to directly
access RADOS,
with support for
C, C++, Java,
Python, Ruby,
and PHP

g Yy
53 and Swift

distributed block device,
'with a Linux kernel client
and a QEMU/KVM driver

distributed file systom,
with a Linux kernel client
and support for FUSE
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Terraform

OpenStack SDK

Horizon Web Ul

Hyperconverged: each
server is used for both
computing and
distributed storage
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Containers

Shared networking and storage resources

&: openstack.
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Watcher Vitrage
( [ul) BILLING / BUSINESS LOGIC
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Tempest Patrole
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Una infrastruttura complessa: perché tanto odio?*

(* cit. https://fr.wikipedia.org/wiki/Edika)
L'impegno per la realizzazione di una infrastruttura cosi complessa e giustificato dalla necessita di fornire servizi sofisticati

Servizi specifici per l'istituto Supporto alla ricerca (D4Science, OpenAlIRE):
VRE, Virtual Research Environments

* Posta elettronica * VRE (Virtual Research Environment): storage,

* DNS messaggistica, social

* Autenticazione federata (soggetta

* Autenticazione ) ) .
all’accettazione di Terms of Use)

* Supporto agli utenti * Servizi gestiti, disponibili ai ricercatori

o Wiki (JupyterHub, Rstudio, Shinyproxy, OverLeaf,
catalogo CKAN-based, Geoserver,

* Git Geonetwork, Hadoop...)

* Cloud storage (nextcloud) * Esecuzione di esperimenti con workflow FAIR

(Analytics Engine, prossimamente container
(eccetera) based)


https://fr.wikipedia.org/wiki/%C3%89dika
mailto:ICTalk@CNR

Main D4Science gateway: https://services.d4science.org

.Andrea Dell'Amico ~
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. Protected Area Impacts Maps
https://i-marine.d4science.org/web/protectedareaimpactmaps

@ B & U Q +ad e o Admin v Goto v ([ @AndreaDellAmico ~
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D4Science authentication and authorization flow (Keycloak, OIDC, federation)
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D4Science authentication and authorization flow (Keycloak, orchestrator, VRE and users setup)
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Default Permission

‘ ‘ OFF

‘ Default Resource

‘ Select existing policy..

Name

VO-Admin_policy
VRE-Manager_policy
Catalogue-Admin_policy
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Catalogue-Editor_policy

Member_policy
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Save || Cance
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Clients
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Search Q
Client ID
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%2Fd4science.research-infrastructures.eu%2FD405%2FARIADNEplus_Lab
%2Fd4science.research-infrastructures.eu% 2FD405S%2FARIADNEplus_Mappings
%2Fd4science.research-infrastructures.eu%2FD405%2FARIADNEplus_Project
%2Fd4science.research-infrastructures.eu%2FD405%2FArcheomar
%2Fd4science.research-infrastructures.eu%2FD405%2FArianna
%2Fd4science.research-infrastructures.eu%2FD405%2FBlue-CloudLab
%2Fd4science.research-infrastructures.eu2FD405%2FBlue-CloudProject
%2Fd4science.research-infrastructures.eu%2FD405%2FDisseminationEventsCollaboratory
%2Fd4science.research-infrastructures.eu%2FD40S%2FEQSC Collaboratory
%2Fd4science.research-infrastructures.eu%2FD40S%2FEQSCPillardAgriFood
%2Fd4science.research-infrastructures.eu%2FD40S%2FEQSCPIllar4EarthScience
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%2Fd4science.research-infrastructures.eu2FD40S%2FEOSCPRillarResDataCtlg
%2Fd4science.research-infrastructures.eu%2FD40S%2FEQSCPIllarServiceRegistry

%2Fd4science.research-infrastructures.eu%2FDA0S%2FEQSCPillarTrainingAndSupport
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The end
Grazie!

Any questions?
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